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l.lkh I Cgli. ,cnif) lhal f 'm, nil offK"r 01111\: cOllipan} l1Cllncd .Ibll\c. and aCling a., nil

lll;{'UI ul III,' <:{IllIflall}. lhal I ha'{' pt:l'!oOnal knr"'lerire that the cOlllpn<ly h,,~ cSI"lJlis!I,x1
npcrminl:\ pmccdllrC' thm arc (lIlcquM,' 10 "'1\)11'" "·ompli,,n,·c "ilh the Commi~sioll' ~ r f'N I r"le,
.....(. '17 c.r.rt. § 6<I.2ooi {'I x~q.

1I11:lch"d 10 this cenificntulll 1$ ~11 ficculIlp'!lI}iu;: )lalCrtlelil explainin~ how the
('UllIp"lIy'S I'rueedure~ cn"ur..· lh:1I lhe C'ompanr i. In compliance with tl.c I'CqUllCIlIClllS scllurlli
in ~eli(ln (,4.2()f!1 t'I ,<1"1 of the t OIllI1lIHl<.>I1·) ruin

fhe Comparl} ha) nul laken an) acLions (proce~inl!'s inslituted no' 1>c1,llons r,kd b) "
~ompan)' al either Sl.:llf commis~lnn. the court S~SI~m. U. "I Ihe Commission against dal.:l
hrnkers) "l:<lllbi daHl broL~rs in th~ )XIS1 ~ear. Co",p:mi~ IllLLrt ,cron 011(101) 1l1l..mn.auull thaI
lhey l\J"e "ilh ......[IC"I [0 the processes Pld,':\ICrs an: usmg to alt~mp[ 10 ocee...r CPK"I. :lnd \~h:i[

)Ieps ~'\lmp;mi<.'S are lakini!' 10 pnllC'Cl CP'" I

The Comp:my h:ls 1101 ret:e1\ed :In) cnstomcr compl.aJJla '" tho; p;<sl )\:"-f CUll«"min~ the
unmnhol17.cd re1ca.s<: ofCP~1 (numbo:r ofcUSlomer compla.inlS a comp.1n) I\:ls rCOCI\OO rdated Iu
unauthorized access 1D CPXI, nr unaulbonz.."d d,~iusur" uf erNI. broken do....-n by C:lICfO'}- or
compJailll. r l:. iIlSWlCCs of improper iKeess by en:.[lloy~ 'f15\aoccs of IUlprup.,:r ..b~l<JSl.llI: 10
individuals I'>Ot :lmhori7e<110 recclH' !he infurr.l.l1iul"~ or i:I~J..'CC:5 of imrmper acces.s \(l online
lJilimnaliun by indhiduals not :lulhori?ed In \~e\' the iaformaliO.ll)

- s::,.-....
Signed~ _ oJ v

~'C: Tel~ommunic:l1ion~ Conrumers nL\-,sjon.l:-nfon'~menlBureau
Best COP} am.I I'rinling. Inc.



Exhibit I

C"b~ <.:it~ T..k"hun.. E:\Ch:4ng~ Compan~'

!ltlmnnl Trltphnne COlllpan~

L"Gr.1n1 Connf'Ction~ LLC

~ rA rnl l:.v,. t:XPLt\I''''I~G flOW TilE CO\lPt\;"iY'S OI'EKA n:..(: I'HOl..:l::llmu:s
F:KSURF: CO\lI'UA '<..''': \\ ITII Til E Fces CPNI RUtF$

CI''II] ,~dC'fined on SlX'hOn 222(t) ulthe Cummumcalions ,\c' as (/\) Infnm'lllloo dUll rc:la1Cl1
tu the '1lU11tit). t«hlllcal configurllllnn, I)'pl', dcs11llallun, iUk! amount of o."C of "
1ck'COl)"l,ulucal1on~ :>el'\ I~~ ~ubs.:ribed to by >U1) cu.~tmncr of " teICCOllllm,mc;.llor", c'llTin.
arK! lhat is m:w:le ,wa,lahk to the ClUnCI b) thc custom.:r soleI- by HOlle of the carn~r·

c"s101l1~1 n:lllllon,.hip: and ID) informallon CMl<Ilned in the bills I~.tallull~ 'u tdl'phone
cxch:mge :<t'I'\'ice 01 tclcplll:mc toll.'>CI'\ICC Ic","",,,;d b) a customer of a carne. (c~cel" ll~,t

t'l'NI d......... no' illdLKI,' suhscnber li~tlllfnnl1"tlon],

G<:lI~ral1y, Cl'l\l ;nc1ude~ per~nnl ,nforlllntion n:gllrdlllj; a ~un"ulllcr'" usc of hi., or hc'
teleeOI1lIl11lllicm,ull~ S<.:rnCe>, CI'NI cncomp:tsscs ,nformnllon such 0$; (0) the ll'kpholle
I\Uln~"lCr~ called by n cO'l""llel', (b) Ihe Iclcl'lIoll~ tlUl1lb.:rs c:llIm!! a customer; (cl Ihe 1"1\",
1"""tiuJI "nd dur"tion of a cnnsumer'~ ollth<Jund llnd ",lxlIlml ph","c ..,lIls, and (d) (he
leleel1lllln"niCllllons 1I11lt 1I1JornmILun ).:r, k<'s pun:h=d by a consumer,

Cnll detnil lllforlll<lllUU (Illso J..no"n .tS "call record.~") i~ II Clllc!:Ory at Cl't\t tt~,t IS
p:orti~Lll::trly sen~iliv~ from a pmnC) SllIllJpoillt and thai is soul!ht by prclcXICrs., hackel'll and
oth~r 1lI1liuthonll-U ~mitic:s for illcgl1im::tlt purpn~, CllU dcl",1 mcluiks :"'y ulloonatioll
tl\::tl pertains 10 the t",nsllllSSlOll OJ ft ~p<..... ,Ii<: lekphunc call. including ,he numhe. cnll",,1 (for
OfJtboumllOllls), ihc number from "hich lhe call was pLaced (lor mbotmd ulls), and lh.. date,
tlmc. locallon lIndor dw:allun ur ihc \:all \for Jll calls).

II, U!IC' ;lind Di>dusure of CP~I Is Re;;tri"rw

JIll' Cumpan) ~cs Il\::tt CP,\I il1C:!udcs infonDlluOlI that ,~ pcNvnal and indh·idllol.!l~'

idenlifmble, and that pnVllq 00flf....:r~ h:l\c led Congress and the FCC '0 Impose O:Slnctious
upon its use and disclosll!C. and upon ,he pro'll,on of lli:ct:n tu it b) individuals 01 cntili15
Inside and outside 1h; Compan~,

I'be' Compan~ has designated ::t CPNI Cnmphllnl:c Officer "ho IS responsible for: (I)
communicming "ith Ihe ComplUl)'S attorneys andor eOlLwl1llnt,'; regnmlllg 1..:1':"11
TCsponsibilitics. requirements :Iod re'Inclinns: (ll supcnisLflIA the t.raining of Company
emplo)'t:Cs and agents ,,"" U~ or have acccss to CP:\]: (.') ~u[)C"",sing the usc, disdown:,
distribution or 3.CC~~ to the Company's CI'NI b) in<kpmdtnt (;onlr,fetors >U1r;l joint ven1ure
l)~llllers; (4] maon\aininl!: r«ords regarding the u~e of CPl\1 HI mnrkeunll campaign:!: arK! (5)



rc'c"i,'ing. r",vin,'ing and resolving questions or issues regarding use. rli,c10S11re. rlistributioll
or pml"i,ion of ncce8S to CPi" I

Compm,y employees and ~g('lllS llmt rna" deal wilh erNJ have been informed thalthere are
~l,b~tanli"l federal restrietion~ upon ePNl use. clistribmioll and a"ccss. In vrckr Iv lx:
nU1iJorized lv usc vr an:c~s lhc eompan~"~ CrNL employees :lnd :lgent'; muSI rtteivc
training "1th re~pect l" the req\liremclI!s of Sc<:lioll 222 of tltc' Curmnunicaliuns AC··1 and the
HT's CI'NI Ruks (SUbp'lrl U orrarl6'l of the FCC Rule~).

Ikli.>re an a~cnl. independent cl'ntruet"r or joint I"Cnturc pnrtner may receive or be allo""J tu
neees~ (It use the l'OlllpiUl)'S CI'NL the a~\"nl"s. inJep\"ndent contraclor's or joint venture
p"rtner's agreement with the \ompnny U11151 colltaiu pro\t~ions (ur thc' Curnp:my amI Ih\"
:'>!e()\. illJcpcnJcllt nmtr.t\'tor or joinl "enlUrc: p;lrtner must entcr into nn additiollnl
confidenti"lily n(;rccmcl1t whkh pro\ idcs) llll,t: (l') the a~ent. imkpemknl c'Ul1lr,,,lor (!t j()int
"c"ll",,, partn~r may use lhe CPNI 1'1l1y for thc purposc for which liJe CPNI Ilf\s lx:~t1

provided, (hI the ngeul. I1ldcpcnJ<'nl nJlllr~~lur ur juinl ,'cullin' partner may not di,elnse or
dislribulc' lhe erNI 10. or nllo", neeC5S lo the C'PNI "y. nny othcr pMly (1",les~ lI,e a~~"t.

i'l(1er",,,delll eUlIl!'",'lur or juin! wnlurc partner is c:.:pressly and specifically required to rlo ""
hy a eOu11 order); "nd tel lile ngem. mclcllCndcllt COll!r"elOr ur jU1ll1 \'enLur~ p<ltlna !IIU,!
i'lIl'kl1lC'llt ;Ipprupri:tl~ amI sp~c.i!ic saf~guard~ aecep~hle 10 Ihe Comp"ny to ell~llre Ille
eonfiden1inlil)' of the COlllpnu)'s CI'NL

I, I'lle l\"lIp:t1I) may. :.n~r re('ei\'l!1l! an appropriate "Tinen rcqlle~t IT"", 1\ ell'lomer.
di~c1o~c or prllvirle the ellstomer's CPi'-110 the CUS!umer by ~enJing il tu th~ euslom~r's

",J<Jrcs~ (lr rceur<J. Any and all such customer reque~L~: (I> mnSI be mnde in wriling; (2) IIltLS!
include lhe cll.51ome,'s eorreel billing name and :\<Jdre~s :U1d tekphone number; (3) must
~po:eiry exaclly whatlype Or tl'pe~ "fCPN! musl be disclosed or provi<Je<J; (4) m\L~! spc'cily
the lime period for "hieh the CrNI mu,t be disclosed or provided; and (5) must he ~ig"cd hy
lhe customer, The ('omp"n)' will disclose CP1'11 upou all,nn"li", wrillen re"lle~l by the
ellstomer IU an>' person designated by thc elL,tomer. hut ""I)' alter lhe Company calls th~

co~to1l1er's1elephone Ilumber of "-",,,ord andfor ~c'n<Js a notification lO the customer's addres~

ufreeurd lU verify the accuracy of this request.

2, The Company will prn,~de II e"slomer's phonc records vr uthn CI'NI to alaI,'
cnJorcement agem'y in <l';curdam:e with applicable legal requirements.

3, The Company retains all eUSlOmer passwords and ",;hnrerl seere1" question-answer
comhil1a1ion~ in seellre files lhnl Ullly be acecss",d unly by aUlhorized Company employee~

\\hu ""'cd such infonnarion in order to authentlCnle llle ideotity of eU,lOrners re'lue~tin~ e<lll
detail i"fonnmioll over lhe lckphune

4. Compan, employc'co aUlhenticate all lelephone reque,t~ for C:PNI in lhe same maimer
whether or nm the C:PNI COn~i$lS of call detail infonnali"'1 That i~. Cumpany employees
lIlust: (a) b<: furnished the customer's prc·e.';tahiished pll%word (or correct anSwerS tu (he



lxick-ur ··dUlred secre(- combination..); (b) ,;.end the requested informalion 10 the e\l.~lnm"I'~

Il\)!,taJ or electronic ··address of record·' (\tt definition Ilbo~c);·· ur (c) call the l:~tomcI back
:II the c\l1;lomcr·s ·'cJcphum: nwnbcr (If record·· (!itt ddinl1ion atK"I\"e) wnh lhe rcquCSlcd
informalion.

S. The Comp:m~ ha~ adopted. polte) that It dul."I m>t aaoJ ",ill 1101 use. disclose or perm,1
iICI.~"ll" Iv CrNI b~ ;tJ'I affiliale

6. Wnl:n an exisling customa- call~ the Cor'pan) 10 IrlqUlre aboulur vnkr llCW. additional or
mod,fied 'lCf"ICCS (m-boWJd marJ.etlnl,': I. !be Comp;my may U~ lhe (Il<aomcr·. ("I'/'. I odIC{
than call detail CP'JI 10 ~~t~1 the customer fOI tbe durauvII v( Lhc l:uSlolJll:r's call if lile
l"OllllXUl) pru\ldc"$ lile c~1Olilo;T ",ith !be or.al IlOlice requIred h) "io.:llon, (,-12003(,') om<!
64.200R(f) oftlle FCC'~ Rules lind .ft... Ih;: Cvmpan) au!h,·nlil:all."$ lhe CUSlomer.

The C-OIllI"1n) discloses or rdu..n call dclail inform:ilion to c.momcl"l dUling e'l~IOIll('­

Illiliatl-d lelephone contaClS \\ hen t[w, eU~H'l11lel pro~ loks II pn:-c>ot"bh.h,'tl password. If Ihe
(U<;IomCI' dUCK nvl pru~llk a pas..\\ord. c:ill de1ail information" rclc.l-.cd onl} b} sclldll1~ II
10 the customer'.• address of Ia:o,d or b) the camn calhJlg Ihe cu,wmer at the telephone
uUlIllx:r uC rc"unl. If Ihe customer is I1llle to pro\lde tn the l"OIIlI';Ul) dun,,\: a cllstomcr­
initbted Iclel'lhone call. all of Iho: ~;tll dct;ul inlvrmalion necessary 10 addres. a CII~lomer

ocr\"i~c issu~ (i.e .. the telephone numhcr cnlled, "hen ;1 was clllkd, 1.",J, if applieabk. lht
nll10111lT chnrgcd lor !Ill· ""II) \\ilhuUI CUl1'lp;llly aSsiSI:lJ1ce, then the ('<1Il1pnlly nln}' tnk,'
routine customer ~en·iee aetiolls ,eloled Iv .ll"h mfurm,lliul'. (lluwcver, under this
<JllCl;JII.l:tIlCC. Ihc Compan; rna;' not disclo..... to the eUSlomer nil) CIlI! dewd It\lurltl<lIIOtl
nMut the customer neCOUll1 other tlmn Ihe call dctail infonnation lhm the customer prn\'ide.<
w,ll""ul ihc customer 1i,,1 pm\ iding n p:Ls~wnrd )

7. The Comp;my has ;K!0pled I1 fl'llicy Thai it docs 001 WId .... 111 nOI 1.1>1:...hsdoSl.:. or permil
nccess to CPM in wnlll.~liUll with Comp;m)·initiated mmellng of '\Cn'ices 10 which H
customer doe<; not alread) .uh.scnhc from the <':omp''''~ (uul-bound m<lrioClinl!)

II The Comp.ln)' rruuntHm' llppropn.otc pa]XT aoU.or dcctroni<: r«ord.\ that I1llow ils
<:mployccs. independent conlTl1ClOf'!li lmd joml \"C1llllfC piIllncN 10 clearl) eluablj,;h the: statllS

of each customer's Oul-vut andvr Opl·ln appro\-:lllO (if an)"} prior 10 U~ Gf the eustomer's
CPNI. Thtsl.' records include' (i) lhe da:e{s) ofan~ and a1lvf thc t."\,L)tOOlCT· s dccmed Opl.ooOU1
appru~llls andor Opt-in ;,pplO\'ab. together \\ith the MII:S of any mod,licaIJull$ VI
rt\'0C3.linns of such appro~lIls; and (il) Ih.: I~pl{") of cr:\"1 usc. :ll.'Ccss. discl()5UfC and'OI
distribution approved by W CUS'"Amer

9. Before a customers CP"IlI can he t»ed m an oUl-bound marketing llCli\'il) or campaign.
the COUlp&n)·. rc.:uM mllSl be checked 10 delcnnine !he ~1al.u.~ Gf Ihe cUSlolner's epNI
approval. Comp<1H~· eml'lo}ces, mdependcnt contr.<clun. and joint \·enturc pmners are
rcquin.-d 10 notify !he ePN! C()1I1pliance Officer of 3Jly ru::cess. nCCl,lr8C) or sc<curity prublnos
the) encoumer with rcspecl 10 thCSl: n.'l;.'orIh.



If new. additional or extended appmval~ are neeeSMI")', lhe ePNI Compliance Unleer ",;11
derermine "hcther lh" Cump:m)'s "Opt-Oul erNI Notice" or ';Opt-In CPNI Notice" mU~1 he
u~ed Wilh re.'peet tn varinusproposcd o\1t-bound malkcti'lg aelivilic-s,

10. The rJ>NJ COlllpliAnce Omccr "ill mainlain" renwJ ul" elKh ul.l\-oound marketing
"clivit~· ur ell1TJpaign. inciudinF: (i) a dc<cription of lhe campaign: (i i) the sped tic cpr-, I rlinl
WA' u<ed in rhe eanl >'Il 'gil, (i ii) llt,· dalc and pllrpu~e ur lhc campaign: ;md (iv) "h,d prmhrcls
and services were offercd a.< pan oi the cAmpaign. lllis record shall Ix: maimaillcU fur a
111 ini mUIll of one year.

II. The l'u",p,m~'~ employe<:~ amI billing agcnts mal' lise ("PNt 10 initiAle. render, hill nnd
c("lllccl for IclCl:ommunicnlions services. nre COmpall) m:lY I!bl,lln i'l!urma\\un !rorn new ur
l"Xj~t;ng "u~tumcrs lhat rna)' eOIl~lilute ("!':-II a.< pAn of npplicnTio,,~ or ~qll"SIS fOI nclV,
Arlditiollnl or 1l10<ilfied """'icc" and ll~ l"Iuplu)"n lllld l!g<:nIS may u~e ~ueh eu~lomcr

inlul11l:l1ion (wilhout funher e"slomer :lllpmvnl) 10 nUliAIC :lnd pro"ide lli~ s~rvi"c",

I.ikewise. the COmplYl) " e",plu)"cc·~ l!nd billing l!g~nt5 may u:<c cu.<tomer ~erviee :lnd call ing
reC()rd~ (wilhoUI C\l.~10mcr nppml'nl)' (ll) 10 bill CuStolllers fur scrvices n:ndercd II! th"m: (bl
HI UI\','sllgHlc and r,,;ol\'~ dIsputes Wilh eU~IOllleM reg:lrdin~ Iheir hill~: :lnd (c) tn PIlrSIle
kgal. nr),;lm\;OI1. ("Ir ("Ither pmc<'sscs ro col ket 11It<: ur unpaid bi lis irurn customers,

12. rhc ("omJlllllY'~ '1I1plu}"e. "nd :lgems may usc CI'NI w;thoul cuSlomer appmv.11 10
proled lhe CompallY'~ righl.~ or I'rol'cny, nnd to pr01<:el us.,s :lI\d ull",r carricr~ lrolll
fmll(llIlcll!. l1bU'1 "C "r ilk-gal usc of (or subscriplion 10) lhe leleeommun icari(l,,~ scrvice from
which Ihe ('1'1\1 is dcri-·cr!.

Recnu\.C nllegntlons nnd lll\nlil:alil!lls of Ii-dUd. abus~ ;md illegal usc conslitute very
sCllsi Ii "C mailers. nny ncces~, use. disciMllre or di~lriblllion of ePN! p~lr$u:l"1 IOJ lhis S"cliOJn
Illllsl be expressly :lpprQ,,,<1 in ad':mc,:md in wriling by the Coml'any·s epNT ("omplianec
anicer.

IJ. The ("omp:ln)" s elnployces, agents, Illdql""dc'n\ conlr,Klurs and joint venture partners
llIay 1\"OT usc CP>JI 10 identify or lrack CUSlOmerS wh(l hove made calls 10, or received e~ll~

fmm, e(lmpeling CArriers. !'lor ""'-} lh~ Company's employces, agenl~, independem
cunlractors or joinl "entme panner~ lL~e (If rlisclose C"'I'> I for personal rea,uns or prolil.

H. Company policy mandates lhm fIles eomailting CI'NI be m~inlaineJ in a secure manncr
such lhat they eannol bo: used. accessed. disclosed or distrihllled by unAUlhorized individuals
or in an unauthorized manner

15. Paper files eonlaining Cl'.\'l are kept m ~~cur<: lU"eas. and may nOI be used. rem(l\.'ed, m
eupied in an unauthorized manner.

16. Company emplo~'ees. agents, independellt contraclors <md joinl venture partners arc
required II.' nUlify lhe CrNI Compliancc Officer of any aeees~ or seemity problems they
encoul11er wilh r"'peetlO files eOlllamillg el'>!!.



17. C'\J~trm1ers m~y obTain lUllnilial Or ",plac~rn"nt password: (i) if lh~y come in person 10
th~ Comp'l!ly·s business officc. produce a dri\'er·~ licel1'c. l'<Jssport or other govcnuIlclll­
issued identifiemion ,'c:n fyilll,\ thl'lf itl~ntil). and correctly auswer certain questions regarding
lheir sen'ice and addfes~; or (ii) if they call a specified Company tdcpholO'· Humber I,()m
tll("ir tdrph()ll~ fllUI1l>,:r of r~~ord. and thell wait at that llumher llTHil n C<lI11I""ny
rcpre~el1tntive cnll~ thcm \l.lck nnd obtaius corrCCl aus\\~r>< tu ,'·nt"in qu<:~tiuu~ r<:gJrding
thl'ir ~l·rviL~ and addr~ss.

I8. Th~ CDmp'my will 110lify C\lSIOmer.~ immcdi~tely of CCrt,"lUl clWllgCS III tli<'ir HC~llUrtl, that
Il\~y affeci pri"",,} llr s~nmt1' malln,;.

" ·1l1~ typ,·, of chang~s lhat require immediate nOli iication include: (il) changc or r~<'Iu~:;1

for ~hnl\gc 01' lhe C\l~10Il\CI'S pHs""m!. (b) dtang'· vr r~qU<:~1 fur change of the
,:,u~lolllcr·, a(]rlress ()f rec<>rd: Jild (c) il change or rcqllc~t for ch~nge to thc CliSlulll<:I·,
rC~)OItSCS with r"~pI.'CI tv lh~ ba~k-lip mC~IlS or aUlh<;lIIicalio!l ror lO~1 or forgotten
pa$~word,.

h. The nOlicc Tllil) he pt(lvided by· (iI) n COll\piln} call ur "ulccm"il to th~ nL~tornn·,

tdc·ph(Jn~ number of reeord: or ib) a \\Tillen notice mailed tn rhc CII~tOIl1"r"s nddrc~, "f
I'ccnrd (to the cusl0mer's IlriOI addrcs~ vi rccord it thc' ch"nge indlldes a en.allge in the
l··u~t<J[ner· s address nf record),

c. The nOlicc mtm idcll1ify nllly tile gelleral l}"PC llf CIIUIII-:C am! lIIu:;t nut rcYc·~1 til,•
.,;hal1gcd infonnativll.

J. The Company employee or agem ~ellding the IlOtke 1I111St prepnre nlld f"fIl;,h Iv thc
l"f'NI C(:Il11pl;alln· Om~l'T H mtmur.ultlUl\l <;<.>maininl>: (a) the name. addrc-,~ iJf reciJrd.
and telephonc numher of record iJf tile customer not; iied; (b) n cupy vr lltc c~"cl wvruing
,)1' the ",riucn nvtic\:. wkphone message or ."oicemail mes~age cmnprisil,g Iile 1100ice;
n.nd (c) lhc dnte nnd limctllnt the 110ticc "as SCll!.

I,/, Thc Comp!lny must provide !In illitial nolkc to law enforeement and a sllhsequl.'nt noriee
10 the customer if a ~eeurily hren.eh r",ults ill the discloSllrc of 111<: CllstOJIICr·s CI'NI to Hthirel
pally WilJroul th.,; CUSWlTIn· s authvrization.

a. A:; soon ;t.'\ pr.lcticable (and in no cven! mor~ than ~ev~11 (7) days) after the Company
discovcrs lhat a person ("ilhout authvriativn llr <:.weeding authorization) ha>
intentionJJJy gJined access to. u.~ed or d;~c1o<;~d CPNI, the COIl1p<luy Ilwst pl'Ovidc
electronic nOlifical;uH <.>J" su<.,h brea,·h \<.> the Uniled Slates Secret Sen'ice and 10 the
Federal Bureau of Im·"~lign.lirlll via a cer1lfa) reporting facility accessed throuf\ll a lillk
mainlainetl by lh~ FCC at hnp: 'w".w.fcc,g,o\· eblcJ?ni,

20. The Cvmpan)' \\ill provide customers with acces.,; to C'PN) D.l ils r"tail locations if the
ellstoiller prescnt.s HvHlid pho\<.> ID and IlK valid ph<.>I'J ID matche~ the name on the account.



21 The Company lal... ",,,.~,.mable meuu...·es to discon'T and prolcet IIgninst acti\-ity thaI is
indicalh'e of pretexting includm& rcqlurinG, CompiiIl~ ~mplu}'",o::I. agenlS. independent
COlllractors and juinl '",nIIlTe partners to nOlify the CP''1 Coml"liaoc¢ Ol1kc. ;uullcdlal..,[y by
\'oice. \'oiccmail or ffllail of (II) all} sl.lspi~;uus UT un~-w.l call requesting a cU5lomer"~ call
octall lIIformatiu:J or other CP,\, (iJ\C1udinl! a call ,,-here lhe <,;fIller furnish!.: lUI incom:cl
ra~~",md or ir>corrcct 8l1~"Cf 10 une or !loU! of the '''shaKd ~rrt" qlJl'$fl<>n-IlUSWCr
l·umblflalions): (bl an) ~usr,etl\U.~or unu.<'iilllIltcmP'l b} an uxli_ iduallu chan~( a cuslumer"s
roa<.~d Of IlCWUOI Iflfurmativn. (includlr.l! prm1ding In:Klequale Of tllllwroPfil'lk
idenlification f"OT illCf'1TtC1 -addres, Of .ccord.- ··Iclcp"""",, number of n:cord~ Of other
~flj;.JU f'CIIUI SI,." Ke infcrmationl; (el :IIl\ :md all disco\'ered tl'<t:l1lCCS '" hen: IlC("l:SS 10 Ihe
ComJ'..my·~ elcct,of\lc fil<:s Of wlaba>.." wnt.omim: piUswo.ds or CP,\I was dented due 10 the
pro'lsiun uf incorrect lo"in.l :nxl or Jlll<.~wnrd~: and (d) ~1) complalnl by a l·us!ume. of
otn.111lhori7.ro or inollpproprialc U>.C or disclosure ufhis 0. he. CP"{I The CPNI 10nll'h:lncC
Omcer "ill request further 'nfor'Mll(ln III "nl;nl!. and InH"ti~ale 0. supcn'isc Ihe
t,,'c:sltg1iltl.tl uf. iiII} incidml Of lIfOUp of incidcnt< lhat lI:n~n.11>1) 1I1'[)Cllr to entad
rn:te"ling.

IV. ('1''11 (·O"'I'\ill"...· omn'T

In 0,lltlll01l10 tl", spo:<:l1il' ltMl1~'T> ''''llUtreU to bl.: rniewed and approved hy the f\ll11lmtl~'S

Cl'N I Compliaoce Ofiiur, ellll"lo)'ec~ on,1 l1!:ents, It\u~pcmknt ~\lnlr.t~l\lrs ;ll1d jllinl venture
pmltlcrs "r<: .\nmgl} cnc"lllr:.l~ed to bring any and all <lIlter qllc~t"\t\~, ISS1lC~ or IIII\:<;I'I";,,li<:s
regarding Il>e \J~C, rlildosurc, Ot a......c~s IU CI'Nl to Ihe altention of the ('omp:lny'~ CI'Nt
L'UJl\plLm\~<: Oflicer for appropriale itl\'e~ligotlnn, review lind guidon<:c l'Ioc <:,"ICtllIU wltkh
:l panleHlol cmplo}ec VI ;<>:..'''1 brOlJgJll a erN] mailer 10 the :menllOII of the f'P'l1
tomplianc<.' Officer and rccei\ed lll"p,nprilllc !:vld,m~e i> a lI1al<:rial consideralion it! any
diSCIplinary acl";,,, brovJo:hI al!ainsl the emplo>ee or age1ll for impermi'l$lblc usc, Jisclosvn;
or access 10 CP>;'1

11M: {'omp:lll} ~ mIUrm...,J ilS o:rnplo>ees ;l.'Id agent.~. indq'>endeot eoolnloCtOl'S aoo joinl
H'TUun: raAneTS that it con~i~ eomphlU'lCC' ",th \hr." Communkalivll5 Ael and rcc Rules
rcgardi.rll; the II"';. dbclosure.;&lId access to CP:\110 he \'l."T)- important

V,ollitiun b> Compan} employee' or age-na of sudo {'PM r<:qllirem....nllii "ill k.iil 10
di~iJ'lin:lr), aclion (l1lCludi.r1t ",medial tnlinbg. reprimar.ds.. unfavorable performance
"",leW!, prub:l1ion. and tcrmin:l11nn). deperllting upon t.fJc c;n:wn.tanc.·0::1 of lite \'iolation
(iJ\Cluding the SC"cnl} of Ihe _iulation. "hether the \101alion W:l.'1 a first time or repeal
,iolalion. whether appropriate gl.lIrlancc ""'B.S sought 0' f"tti,<:d from lite CPNI Compli:mce
Officer, lUllIthl" ..·~"Ienl 10 "roeh me violation \\"3-l Or was nOl dehlx:rotc or malieiou.).

Viollltion by ComPiiII) independent contr:lClflT"; 0' jOl.llt '·e!1lUfC parlJICTh of such CPKI
I'I:'quircmenl,~ will lead 10 plOll1pl ul'>Ciplinllf} action (up 10 :ll\d including 1'C111e<lial lrnimng
~tld Icnllillali"n "fthe contr.lcll.


